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Abstract

Company systems with low-level protection are always easy to penetrate, so assessment of the security system is essential. This
paper is focused on developing a model to assess the effectiveness of security systems in a company using fuzzy logic to protect it
from intrusions. There are numerous policy frameworks available to evaluate the security of a network, system or single computer.
This work presents the most important criteria to assess the effectiveness of the company security system. The linguistic concepts to
formalize the criteria were applied to develop a model that explains the true relationship between defensive capabilities and the
probability of adversary success are given, in relation to which the experts will draw a conclusion and give an assessment of the
effectiveness of the security system in a company, and that is warning the system administrator for expected threats. The proposed
study shows its superiority in the area of fast response to cyber threats. To simulate the situation of a security system of the company

using fuzzy logic, we use MATLAB.
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1. Introduction

Recently, the information security incidents are increased in the
world and It has become a major threat. Many of such attacks
affect a wide range of companies. Cybercriminals who attack
government, financial institutions, and companies and personal
users use a variety of modern IT technologies and software. The
security system is a method by which something is secured
through a system. Information which is stored and processed
through information systems is an important resource that
allows employees of the enterprise to implement their functions
through it. The system will implement these functions very
effectively, when the required level of control over information
is implemented, and protect it from unauthorized
implementation of actions on information. The security system
aims to reduce or prevent threats and risks [1-3]. The best way
to increase security is to focus on cyber protection of
companies' systems from cyber terrorists; this paper is doing
that through the assessment of the security of the system.

When any system administrator wants to assess the security of
the system and increase the system’s robustness, he has to
consider several criteria (parameters) affecting this security.
There are many criteria which allow comparing security
assessments in the information system [4,5]. To achieve proper
security, the criteria must be selected properly, where the
business architecture of a company comprises a combination of
process, people, and technology, so all three areas need to be
properly addressed.

In this work, an approach has been developed to assess the
security of the system using a fuzzy expert system. The
proposed fuzzy expert system in this paper gives valuable
information to the system administrators to improve the
achievement of the system security.

The paper is structured as follows: In section 2, a review of
some of the literary works to assess the effectiveness of a
security system is presented. In section 3, Background on Fuzzy
Logic is presented. Simulation of the proposed model and
selecting the most important criteria to assess the effectiveness

of a security system are shown in Section 4. The conclusions are
summarized in Section 5.

2. Review of Related Research

Providing security of information and preventing threats
constitutes a significant challenge for companies, so Cyber
security has appeared as a significant field of research. There
are many studies that have been done on cyber security, but
these are mostly focused on the effects of cyber-attacks,
prevention of cyber intrusion and how to evaluate information
security.

In [6], this paper analyzed the cybersecurity of Energy
Management System against data attacks. The results of this
analysis showed how wvulnerable the Energy Management
System to data attacks and how.

Collaborative modeling can help to assess the
vulnerability. The goal of the paper [7] was to use the proposed
formalized approach, i.e. fuzzy analytic hierarchy process
(AHP) to improve the method of information security
management analysis. The proposed approach was used to
select the most appropriate set of information security controls
to meet the information security requirements of an
organization. A study was done to analyze the structure of a
power information management system in addition to
quantifying the risk of cyber-attacks for creating secure systems,
which remain poorly understood in the paper[8]. In this paper
[9] compared existing Cyber Third-Party Risk Management (C-
TPRM) methods created by different companies to identify the
most commonly used evaluation criteria.

In this study, a new approach has been developed to assess
the effectiveness of the security system in a company using a
fuzzy expert system. The proposed fuzzy expert system in this
paper gives valuable information to system administrators to
improve the security system.
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3. Background of Fuzzy Logic

Fuzzy logic helps people to make decisions based on
inaccurate information. Fuzzy models are mathematical means
of representing ambiguous and imprecise information. These
models have the ability to recognize, represent, process,
interpret and use data and information those are ambiguous and
lacks certainty [10-13]. The fuzzy logic system consists of four
main components [14]: Fuzzy rule base, fuzzy inference engine,
fuzzification and defuzzification. The fuzzy rule base consists of
a collection of fuzzy IF-THEN rules .There are many fuzzy
inferences system, but in this article the Mamdani inference
mechanism was preferred to determine the effectiveness of a
security system ,because the Mamdani is both easy and suitable
to design the systems within the required limits at most of the
time.

4, Materials and Methods

Information security assessment is based on the adequacy of
the protective measures used to ensure the required level of
information security based on the measurement and evaluation
of critical elements (criteria) of the company.

Assessment models are necessary to implement the
assessment process. The process of conducting an information
security assessment is represented through the main components
of the process: context, criteria as shown in Fig.1.

Fig.1. General view of the Company's information security assessment
process

The important goal of the Information security assessment is
to improve the information security. There are other goals of the
Information security assessment, such as: — identification of the
influence of critical elements (criteria) and their combination on
the organization's information security; — comparing the
maturity of wvarious information security processes and
comparing the degree of compliance of various safeguards with
established requirements. The results of a company’s
information security assessment can also be used by any others
companies to compare the level of information security of
companies with the same business and comparable scale.

Depending on the selection criterion for the assessment of
Information security, it is possible to divide the methods of
assessing the Information security of a company (Fig. 2) into an
assessment by a standard, a risk-based assessment and an
assessment by economic criteria.

The assessment of company Information security

Assessrment by a standard Risk-based assessment Assessment by economic

Criteria

fig.2. Methods for assessing the information security of a company

The method of assessing information security based on
economic criteria operates with arguments that are

understandable for business about the need to ensure and
improve information security, so in this article, we used this
method to assess the information security of a company.

To determine the effectiveness of a security system, the
experts should select the criteria that determine the capabilities
of the system to detect an adversary, delay an adversary long
enough to engage once detected [15]. In this paper, it proposed
using the most important criteria to assess the effectiveness of a
security system as verbal concepts, which are defined by the
experts in the form of linguistic variables:

- LV1— Access Controls;

Access control is a set of policies and measures for granting
or revoking permission to a user to have access to the system
and its resources in such a way that only authorized access is
possible [16].

- LV2— Data Protection Force;

Data protection is paramount for the secure storage and
confidential treatment of personal data. To enhance companies'
operations and systems, data protection should be applied
systematically throughout companies.

- LVs — Security Culture in the Company;

The concept of the Security Culture in the Company aims to
be concerned with making information security considerations
an integral part of an employee’s job, habits and conduct,
embedding them in their day-to-day actions[17].

- LV4 — Reaction Force.

A reaction force is a force that acts in the opposite direction
to an action force. Reaction forces and reaction moments are
usually the result of heavy weapons, which the company to
neutralize an identified threat.

Experts consider each of the criteria as a linguistic variable
(LV), define a set <ai, T(ai), Xi, Gi, Mi>, i =1, n, where ai —
name of LV; T(oi) - term-set LV ai; Xi — domain LV ai , Gi -
syntactic rule; Mi - semantic rule [8].

For each LV i experts give the term-set 7(ai) as sets of
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In this work, the selected criteria will be determined at the
verbal level by the following linguistic variables (LV) and term-
sets as inputs for fuzzy logic:

- LV1 — Access Controls has base-sets 7(LV1)={ LV - Low;
LVZ - Medium; LV - High};

- LV2 —Data Protection Force has
T(LV2)={ LV4 - Weak; LV£- Medium; LV3- Strong };

- LVs — Security Culture in the Company has base-sets
T(LV3)={ LV4 - low; LVZ- Medium; LV3- Strong};

- LV4 — Reaction Force has
T(LVa)={ LV} - Slow; LVZ - Medium; LV3- Fast }.
To build this form, a set of rules is developed to evaluate input
and produce the proper output. The results show the satisfactory
performance of the proposed algorithm and more accuracy with
respect to comparing methods. To assess the effectiveness of a
security system, the program has been developed in the Matlab
environment [18]. The program operation algorithm is shown in
Fig. 3. The algorithm shows the process of identifying the
effectiveness of the security system: measurement of criteria,
fuzzification, fuzzy inference, defuzzification and the
effectiveness of a security system.

base-sets

base-sets
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The input to fuzzy: criteria that determine the
capabilities of the system to detect an adversary

]
7 Access Controls FuznyRul Bese
| Data Protection Force

Fuzzification Fuzzy Inference

Security Culture in the Company L

Defuzzification

Reaction Force

Output; the assessment of the
effectiveness of a sectrity system

Fig 3.The proposed fuzzy logic algorithm to assess the effectiveness of
a security system

The output of the fuzzy model is the assessment of the
effectiveness of a security system and it will take the following
fuzzy sets: Weak, Medium, Strong, and Very Strong. After the
determination of all LVs and FVs, the membership functions of
FV are given for a logical decision conclusion regarding the
effectiveness of a security system. The experts are putting the
correspondence table “criteria - the effectiveness of a security
system", as shown in Table.1.

TABLE | The correspondence table "situation-solution"
Ne rule LV1 LV: LVs LVa Solution

1 High Strong Strong Fast Very Strong

2 High Strong Medium Fast Very Strong

3 High Medium Strong Fast Strong

4 Medium | Strong Strong Fast Strong

79 High Strong Medium Medium Medium

80 Medium | Weak low Slow Weak

81 High Weak low Slow Weak

The decision-making algorithm according to the situation -
action" correspondence table works in determining the degree of
truth of the fuzzy rule [19-22] for each partition class. For the
moment of decision making t0, the degrees of FV membership
in the base sets are determined so that the coordinates of the
input factors are obtained
(XOX9,...,x2 ) e X, x X, x...x X, =X . Then
the values of the membership degrees are given into the
decision rules. The values of the membership degrees are

calculated by zz, ( X2 X9 ,...,X2), i=1,R . Among all the
meanings £/~ the maximum value is found by
0 0 0
:ULS :m_aX/uLj(Xl’XZ"“’XR) (1)
J

The input and output parameters in the Fuzzy Logic
Toolbox environment are inserted as shown in Fig. 4.

. Fig.4, The input and output parameters in the Fuzzy Logic Toolbox

In Fig. 4 shows the membership functions forms of the fuzzy
variables

Fig.5. The membership functions forms

The experts have analyzed and processed the criteria. Fore
example of the analysis and processing results, the following
values in the program: Access Controls was determined by the
value 95 %, Data Protection Force 98%, Security Culture in the
Company 90%, Reaction Force 93% as shown in Fig. 6. After
the values of the belonging degree of all FVs are determined,
the program determines the effectiveness of a security system as
shown in Fig. 6. As shown in Fig. 6, the effectiveness of a
security system was very strong depending on the criteria
values.

¢ WNadees

The Effectiveness of a Security System

Accem Controby - Dot Protection foce =

Security Colturs in the Company w Ssaction Force L))

Enter
The Efectivenen of o Security System

Very Strong

Fig.6.The result of effectiveness of a security system
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5. Conclusions

In the article, the urgency of assessing the effectiveness of a
security system in a company has been substantiated. The
method to assess the effectiveness of a security system in a
company was developed. To determine the effectiveness of a
security system, the experts determine the criteria that determine
the capabilities of the system to detect an adversary, delay an
adversary long enough to engage once detected. The article
proposed using these criteria as verbal concepts, which are
defined by the experts in the form of linguistic variables and
determine the fuzzy reference states to assess the effectiveness
of a security system. The proposed method gave an accurate
assessment of the effectiveness of a security system.
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